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ENCRYPTED MALICIOUS TRAFFIC DETECTION USING MACHING LEARNING

Abstract

Results

Computer network system administrators need to inspect and analyze network
traffic and detect malicious communications, monitor system performance, and
provide operational services. However, identifying threats contained within
encrypted network traffic, which has become increasingly prevalent, poses a
unique set of challenges. It is imperative to monitor this traffic or threats and
malware but do so in a way that maintains privacy. This project aims to develop
a machine learning-based system that can accurately detect malware
communication in this setting.

Conclusions
The final version of the product was delivered on November 17th, 2022, which includes
a simple user interface that accurately displays the accuracy and loss from our train and
test data. Although there were some complications and issues that led this project off
track in the early stages, the client was overall satisfied by the product and all the
requirements initially stated by the client were successfully met.
Based upon our observations, Neural Network and Random Forest are most accurate.

Introduction
We were fortunate to enough to have been matched with Dr. Liang Zhoa to work on a
web development project to inspect and analyze network traffic and detect malicious
communications, monitor system performance, and provide operational services. It is
imperative to monitor this traffic or threats while maintaining privacy. This project's
goal was to develop a machine learning-based system that accurately detect malware
communications.
.
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